CAIVIS

c lidated Asset M

Services

EHS&R Newsletier

Www.camstex.com

Promotion Announcement

We are pleased to announce the promotion of Ben
Vodila to Senior Director of Health & Safety.

In his new role, Ben will lead the CAMS Corporate
Safety Group, providing oversight and guidance
across the CAMS portfolio, while also identifying and
implementing corporate Health and Safety strate-

gies and programs.

Prior to joining CAMS, Ben spent 11 years with Exx-
onMobil, acting as a Senior Project Safety, Security
Health and Environment resource for both onshore
and offshore projects, and also spent time as the Se-
nior Safety Advisor in an Olefins Facility. Ben served
six years as a Captain in the U.S. Army, including de-
ployments to Irag and Afghanistan. He holds a bach-
elor's degree in Engineering Physics from the United
States Military Academy at West Point.
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EPA Updates the Cross-State Air
Pollution Rule at the Last Minute

By Derek Furstenwerth, V.P. of Environmental

On March 15, 2021, the United States Environmental
Protection Agency (EPA) issued a new update of the
Cross-State Air Pollution Rule (CSAPR) with changes
affecting power plants in the eastern United States,
including some potentially significant changes for
plants in the Midwest and mid-Atlantic regions. EPA’s
“Revised CSAPR Update” was issued in response to
the failure to achieve the National Ambient Air Quali-
ty Standard (NAAQS) for ozone in a number of areas.
Emissions of nitrogen oxides (NOx) in 12 states from
Illinois to New York plus Louisiana have been deter-
mined to contribute to ozone formation in the areas
not attaining the ozone NAAQS. The Revised CSAPR
Update will reduce NOx emissions from these states
by placing them into a new Group 3 for the Ozone
Season (OS) NOx trading program, which places a se-
ries of caps on NOx emissions from May - September
each year. The NOx emissions caps in Group 3 states
are significantly reduced from the caps in prior years.
Generally speaking, Group 3 states cannot trade with
other states, except for some very limited exceptions,
provided as a transition mechanism. The new Group 3
consists of lllinois, Indiana, Kentucky, Michigan, Ohio,
West Virginia, Virginia, Pennsylvania, Maryland, New
Jersey, New York, and Louisiana. The Revised CSAPR
Update takes effect in 2021, and will affect CAMS facil-
ities in the noted states.

STEEP REDUCTIONS IN OZONE SEASON NOXx
CAPS, LIMITS ON “BANKED” ALLOWANCES AND
TRADING

The Revised CSAPR Update implements an overall
39% reduction of NOx allowance budgets in Group 3
states, meaning that 39% fewer NOx allowances wiill
be available for compliance. This has already caused
OS NOx allowance prices to increase from around
$300/ton at the end of 2020 to about $2,500 as of the
date of this article.

OS NOx allowances left over from previous compli-
ance years can be converted into 2021 allowances at
a ratio of 8. In addition, sources have the option of
converting allowances from Group 2 states to Group 3
allowances at a ratio of 18:1. This option, referred to as
a safety valve, is only available when other allowance
options have been exhausted.

GSAPR OZONE SEASON NOx PROGRAMS

CSAPR Ozone Season NOX Programs
Original CSAPR (Group 1)

[ cSAPR Update (Group 2)

[ Revisad CSAPR Updata (Graup 3)
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One upside of the Revised CSAPR Update ruleis that it
extends the Allowance Transfer Deadline from March
1to June 1 of each year. This is the day by which all al-
lowances to cover emissions from the previous ozone
season must be placed in compliance accounts for
EPA to deduct. This gives sources additional time to
evaluate emissions and procure additional allowances
if necessary for compliance. This deadline change has
been made for all CSAPR rules, not the OS NOx rule.

IMPLICATIONS FOR CAMS-MANAGED OR -OPER-
ATED FACILITIES

The practical impact of this rule is that the cost of
compliance may increase. Because the cost of allow-
ances has gone up by a factor of 8 or so, if a facility
needs to purchase allowances to be in compliance,
those costs will go up. For facilities that are allocat-
ed more allowances than they need, there is no direct
compliance cost impact, and there could be a small
upside from selling excess allowances.

EPA published the initial allowance allocation that will
be effective this ozone season. States will have the
opportunity beginning with the 2022 ozone season
to submit plans for alternative allowance allocation
schemes within the states. The following table lists
EPA’s allocations for power plants in Group 3 operated
or managed by CAMS.

2021 WILL BE UNUSUAL

The rule will take effect 60 days after publication in
the Federal Register (April 30, 2021), or June 29, 2021.
Because the ozone season will have already started at
that point, EPA made a number of accommodations,
the most important of which is that EPA will issue
supplemental allowances in 2021 to Group 3 sources
receiving fewer allowances under the new rule. This
will account for the fact that the new rule will take ef-
fect after the start of the ozone season, meaning that
the previous allocation levels were still applicable for
a portion of 2021 the ozone season. Table 1 lists allow-
ance allocations to CAMS facilities for 2021, including

the supplemental allocation, and future years.

Because Group 2 2021-2025 allowances were already
issued under the previous version of this rule EPA will
withdraw those allowances from each plant’'s com-
pliance account later this year. For plants that have
transacted allowances and have some number of al-
lowances less than what they were originally allocat-
ed, the original number of allowances will need to be
returned to the account. Please contact Patrick Bros-

nan (pbrosnan@camsesparc.com) or John Fifield (jfi-

field@camstex.com) in Environmental Services if this

is a concern for your facility.

TABLET: 0ZONE SEASON NOX ALLOWANGE ALLOGATIONS FOR CAMS FAGILITIES

Plant Name

2021 NOx OS Allocation @ 2022 & after NOx
OS Allocation

with Supplement

Illinois Crete Energy Park 15 15
Lincoln Generating Facility 13 n
Indiana Lawrenceburg Energy Facility 179 179
Louisiana Carville Energy Center 207 207
Maryland CPV St. Charles Energy Center 33 33
Michigan New Covert Generating Project 90 90
New Jersey Woodbridge Energy Center 44 44
New York Danskammer Generating Station 10 8
Ohio Darby Electric Generating Station 120 80
Gen J M Gavin 3318 2222
Rolling Hills Generating LLC e 16
Waterford Plant 89 89
Pennsylvania Conemaugh 1912 1207
Keystone 2003 1264

Allowance information is provided for the reader’s convenience, and is publicly available at https://www.epa.gov/csapr/revised-cross-state-air-pollution-rule-update.
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By Ben Vodila, Sr. Director of Health & Safety
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Cybersecurity in Power Plants:
Is my facility vulnerable?

By Matthew Pacobit, Sr. Director of Regulatory Affairs

We have been getting many ques-
tions from clients about cyberse-
curity and the cyberattacks that
have been widely reported in re-
cent news. Most clients want to
know why these attacks are hap-
pening all of a sudden and wheth-
er or not their plant is vulnerable.

To begin, the media may have
just started reporting some of
these high-profile attacks, but if
you read public companies past
disclosures, you will find that this
has been going on for years. Ad-
ditionally, cyberattacks have been
growing exponentially and with
the rise of cryptocurrency, crimi-
nals are now able to demand pay-
ments that are almost completely
untraceable.

With regards to the vulnerability of

clients’ plants, the answer is a bit

more complicated and there are
a few key points that need to be

made clear.

First, all power plant control sys-
tems are vulnerable and there is
no such thing as a perfectly secure
system. Even systems that are
air-gaped are still at risk of tran-
sient cyber assets and removable
media (laptops, tablets, phones,
USBs, etc.).

Second, power plant control
systems are not the same as IT
business networks. Plant control
systems are made up of many cus-
tomized components from a wide
variety of venders. Some of these
components might be off-the-
shelf computers, but they cannot
be secured using the same solu-
tions as business network com-

puters. | have seen firsthand, a cy-

bersecurity software try to request
information from a plant control-
ler on an operation network. The
controller interpreted it as an un-
known error, failed, and triggered
a backup. The software then did
the same thing to the backup and
took down the entire system.

Because of the risk to the control
system, the CAMS cybersecurity
team separates out the business
network from the operational net-
work when looking at cybersecu-
rity solutions. Most of our clients
currently use CAMS Bluewire Tech-
nologies for their business network
cybersecurity, however, each oper-
ational network is unique. There
needs to be a discussion on risk
mitigation vs. cost for each con-
trol system and each cybersecuri-
ty solution. Some control systems
can be secured with a firewall or
data diode, while others are better
off with firewall monitoring and/
or whitelisting. Additionally, most
power plant control systems have
at least some components and
software that are older than 5-10
years, so determining the right fit
is a personalized process.

In the end, securing the power
plant control system not only re-
duces the risk of down time but
also reduces the risk of equipment
damage, making cybersecurity

and risk mitigation worth the cost.

For more information, contact
Matthew Pacobit (mpacobit@
camstex.com).
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Network Security: Removable
Media Devices

Although CAMS protects our networks and computers
with firewalls, antivirus, and malware detection tools,
it is still essential that we be diligent in protecting
ourselves from the constant threat of a cyberattack.

To prevent any transmission of viruses or malware
onto corporate networks, we need to ensure we
follow our cybersecurity policies. Please review the
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CAMS Corporate Cybersecurity Policies document
(distributed via email company-wide on June 11).

Removable media devices (thumb drives, CD/DVD,
external hard drives, etc.) are commonly used in our
work environment because they are easy to use and
have large data storage capacities. However, they are
also some of the most commmon devices exploited
by cybercriminals. Employees must follow security
protocols before using any removable media devices
that connect to our network.

Our Cybersecurity Policy requires a scan of any such
media before files are opened. Complete the scan
using the following steps:

1. Open file explorer and locate the media that you
need to scan. For this example, we are going to

scan an inserted USB drive.

Right-click on the desired media, locate the in-
stalled antivirus software scan command from

the menu and select.

The software will then perform a scan of the me-

dia you have selected.

Wait for the scan to complete and ensure that
there is no threat. Once this is verified, you may

open any file.

This procedure is critical to ensuring that we mitigate
the risk of malware on our network devices, especial-
ly when sharing a media device between different
computers, such as receiving files from clients or

contractors.
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INJURY SAFETY NOTICE

Recordable: Awkward
Positioning While Operating a
Valve

WHAT HAPPENED

An equipment operator was assigned to close
valve CMO-102. To access the valve, the oper-
ator climbed up a ladder to a platform with
restricted access. To close the valve, he had
to get on his knees, with his left arm support-
ing his upper body as he pushed down on
the 18" valve wrench. The valve hand-wheel
could only move 3-4" before repositioning
of the valve wrench was required. It took the
employee 15-20 minutes to get the difficult-to

-operate valve closed.

While working on closing the valve, the em-
ployee felt a pop and tear in his left shoulder.
Ultimately, repair of the injury required surgery.

WHAT WAS DONE TO PREVENT
REOCCURRENCE
Purchased and installed remote operator

for this valve.

POINT OF DISCUSSIONS FOR SITES
Are your PMs for greasing valves complet-
ed according to the procedure? Do your
procedures need updates?

Is awkward positioning discussed at your
location as a potential hazard requiring
mitigation?

Do you have valve locations that need to

be evaluated for additional PMs?
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